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Date Notifier HMR L 3 Domain os
2022/03/10 theMx0nday HM ™ vystup.oa.edu.ua FreeBSD
2022/03/10 theMx0nday H™M ™1 consulting.vbs.ca.edu.ua FreeBSD
2022/03/10 theMx=0nday HM = db.lib.oa.edu.ua FreeBSD l' ‘.
2022/03/10 theMx0nday HM ™ events.oa.edu.ua FreeBSD 1 ’

Wordfence
2022/03/10 theMx0nday HM ™ gw.oa.edu.ua FreeBSD
2022/03/10 theMx0nday HM ™1 handbook.oa.edu.ua FreeBSD

Mark Maunder March 1, 2022
2022/03/10 theMx0nday HM ™  hrampfo.oa.edu.ua FreeBsSD
2022/03/10 theMx0nday HM ™ igsu.oa.edu.ua FreeBSD
2022/03/10 theMx0nday HM ™ iimns.ca.edu.ua FreeBSD
2022/03/10 theMx0nday HM ™ incgc.oa.edu.ua FreeBSD LN NER 5
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System Command

This page can be wsed 10 run target 5yshem command.

RO EEEANERRFNAREE - HE

System Command:

| Refrash | Chosa

Laad Sertings from File{For Chrome):

Lead Settings from File:| 420% | =425 0ax

Load Settings from File(For IE):| §20E =42 ras

Lasd Sertings from File(For Firefor): | §E20E =2 oaE

GG =d=cOE

Wte Path - | fimpl

| modify path || ReadH
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>ERZHR RIS E RiRiE (Y

2355  BERPER
2017

A01:2017-Injection

A02:2017-Broken Authentication

A03:2017-Sensitive Data Exposure

A04:2017-XML External Entities (XXE)

A05:2017-Broken Access Control

A06:2017-Security Misconfiguration
AO07:2017-Cross-Site Scripting (XSS)

A08:2017-Insecure Deserialization

A09:2017-Using Components with Known Vulnerabilities
A10:2017-Insufficient Logging & Monitoring

ERIZRR: https://owasp.org/Top10/zh_TW/

HE

A=
2 2]

BEXZEBHAERHRSA

lInjection ~ XSSZEOWASP Top 10%

I ERASERT -

2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
=>A03:2021-Injection

W EESI(A0L)
[New) A04:2021-Insecure Design H F :g j( mEI:IE' EI:% }l_
A05:2021-Security Misconfiguration

A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
{New) A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures*

/m A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

ABEL10FIR22HE=HE (MU)F55110012834 555K
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1 H<?php

2 include '../security/cache expire.php’;

3 include '../security/user security.php’;

4 include '../security/xss securitv.php’;

5 inelude ./ /checklogin.php’;

]

7

] cache expire(};

9

10 Serr msg = "7

11

12 EHif {isset (5 POIT['RNC']) && isset (5 FPOST['PAIEWD’
13 SRNO = S_POST['RNO'];

14 SPASEWD = S_POST['PRSSE‘JD'];

15 SRNC = quotes ($ENO) ;

16 SPASSWD = gquotes (SPRASSWD) ;

Ly

18 H if (check_login($RNO, SPASSWD) ) |

19
20 setcookie {"rno’, SENO);
21 setcookie [ "passwd’, FPAZAWD; ;
22 setcookie ("auth’™, get auth str({));
23 header {'Location: index.php');

24 exit () ;

29 F l

26 /i else

27 // Serr msqg = URBUIRSESISEE R IERE
28

29 -}

30 L7

13)

{
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1

1212 (2/2)

'
4

setcookie | "passwd’,
setcookie |
header { "Location:

[=l login php m|
1 }(?php l=
Z Tinclude "../=gecurity/cache expire.php’;
3 include '../securitv/user securitv.php’:
if (1) |1
getcookie{ 'rno’, SENO) ;

SPASIWD) ;
Tauth',
index.php™)

exit () ;

else

SELE WMEg =

IR R IR IERE

get auth str();;

ferr msg = T MR S 5, L 0 T [EHEE
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&, Z*_HE#EﬁEfﬁ"LJ_*(dlrectorytraversal)ﬁ%m —&
HREZEGRIESR - oJIFIRE HQ%%E?%&H"%ELE’J@AEE

o [ i 55 AF Severity
—— a . D _ CVSS 2.0 Severity and Metrics:
>RMRAEE - HARIEHE

CVE-2008-3568 Learn more at Ni \ud

— H J lJ 14: # é IJI-?=I§ ;ﬁ ° S%).Severity Rating ::::SI\']:\::E-

Versions « SCAP Mappi Vector: (AV:N/AC:L/Au:N/C:P/I:P/A:P)

Description

Absolute path traversal vulnerability in
fckeditor/editor/filemanager/browser/default/connectors/php/connector.php in UNAK-
CMS 1.5.5 allows remote attackers to include and execute arbitrary local files via a full
pathname in the Dirroot parameter, a different vulnerability than CVE-2006-4890.1.

HERAERHBEERHRANA




3.5 REESSDLCEk

Wi - AERREZXIMERZEA2EE (2/2)

“— C du.tw/grades/FCKeditor/editor/filemanag

This XML file does not appear to have any style information associated with 1t

ERRA FCKeditor EEE&%EW%
o BRAILBFRASURIERIRE -

¥ <Connector command="GetFoldersAndFiles" resourceType="Image":>
<CurrentFolder path="/C:/inetpub/wwwroot/grades/admin/GS5CA/ Temp/™ u
<Folders/>
v<Files>
<File name="gs_MoPayStudent.xls" size="64"/>
<File name="gs_TeacherProfile.xls" size="1&8"/>
</Files>»

lis XML file does not appear to have any style information associated with §

Konnector comand-"rmﬂ‘!?ﬂﬂﬂﬂ‘l'!!—l'!TTrceType-"Fi]e">
<CurrentFolder patH="/C:/inetpub/wwwroot/"| url="/grades/Userfiles/{
<Folders>
<Folder [name="aspnet_client" />
<Folder |name="Cce"/>
<Folder |[name="CnAds" />
<Folder |[name="CnaPwd" />
<Folder [name="Cnc" />
<Folder |name="Cnc0ld" />
<Folder |name="Cnd" />
<Folder |name="Course" />
<Folder |name="CourseAddDrop”/>

<Folder |name="CourseAddDropDelay™/ ==3 ﬁ‘
<Folder |name="CourseAddDropEng"/>
<Folder |name="CourseComm" /> /L\J\

' (ABEER)

<Folder |name="CourseEng"/>
<Folder [name="CourseEngQry"/>»
<Folder |name="CourseWish"/>
<Folder |[name="CourselWishEng"/>
<Folder |name="Exd" />

<Folder |name="grades" />
<Folder |[name="gradesTeacher" />
<Folder |name="Liba"/>

<Folder |[name="0s&"/>

<Folder |name="PED" />

<Folder |[name="STUBasic™/>
<Folder |[name="5tuHistory"/>
<Folder |name="StuMTA" />
<Folder |[name="5TUSchool"/>
<Folder |name="THMIS" />




3.5 REESSDLCEk

EEESIE(1/3)

« REESSDLCEk

>§§E%I\ﬁl*1ﬁﬁﬁj\i§%% n&

E/‘JE'H%>‘ N an'r Eﬁgx

HEVERE 2 EEEAER
,ﬂlJnIC BRE B AR - RIS R ZEHIE

i fAHEEA K -
BEESKEERETPEEY - 8

ZEFEHZZER%E -
RGPS BRI AE T 55 R0 1R T

EEUZE=FKIEIZIEEH - B0 EREES] - R
UTUD;\/E/L‘A%&/DIL _Zﬁi\ﬂﬁﬁlx °

ZEEH - WETP - SEESESHE -

BT S AE ;:I)J“':(QEtﬁﬁ%ﬁ%lﬁ*)iﬁi‘z’%’f izl - DRz

TRESNEZEH -

/7]‘@ n?ﬁbmW/\ = //HJ ':'Xm_,\ = %/EJ nft

HEREAERHBEERHRNA




3.5 KREESSDLCE X

EEIESIE(2/3)

. RIEESSDLCER ()
£330 5 S5 25 15 ol P BB

>MNAEZEFEKE S L5 - NEFREZ T4

B B#RERERZZRAERAAH - SREEREEX -
>BERME=—FHLHERBE - AR HERMBEEER (T E
Axh/0 ~ TACERTZANABE) - WEESREWHEEHHEE 2 E M

BN
>FHHERRERE - MEEMEFAREEZRM -

> 2R EERE XA BRZSESSDLCHEEFN&RE -

HERAERXHBEERHRRA




3.5 REESSDLCEk

EEINE=ESIE(3/3)

s AR EAEREMABEL A EREE
FPEEEBLIHES  THEBEMEBRFR NGO/ EEFRE -
S REREHNEMABNETELE \/ﬁﬂ THEEZFhERE -
- EEENERT/IMRE

>HBRBE M T EFRZEIREFZE -
>E§z:§7|'—l LIS/ NVERIRRET FHERE - T ERRZFTE
E - REMFBERRNERE -

HERAERHBEERHRANA




3HBRAERERZREARANE

3.6 EXRBEEHEXE

it

BEREZEHRFLE

=518 : ;

HERABELZHBEEZEDRRA 76

X5
S I}
i
Dt 53
il Umu




36 EARBEREE
HERREAEBLZEEHRMIPELS (1/2)

[ o5 =/ o4 B85 25 48 My EE BT BEH DF @5

= {455 BF ;igtiﬁfﬁ; BIE BN BEE

-26 13:48 BEHW / B BE /HEERE

>»O0Z L DAENBEE B EIEHE
At ZRMHADAEHEANSRHES

\ \
/

il
m
Ll
-
|

.;fbldm

N B — ‘7 :
é I gty
’ ,‘”‘.

118

} /

FRIBEZOOHE - RORORRENE -

9\1‘ )

E§¥ﬁﬁﬁ¥ﬁﬁﬁ¢% a2 53R A E 15 1
AR E e S WIEIRERMEER - BEE
,\\\7|‘HE%1%1 EREREERER -

\
‘.*

\J
s‘-

SEFREERENREERS > ERBEGRL  ERANTURENSIEEER
HEK o mEE - AREMRA

ERIPRIE: https://udn.com/news/story/122472/5772658

HEREAERHBEERHRNA




3.6 EXEEEEKRE

HERARENES

ZEFHFERBITELS (2/2)

B4 H[E

>EDEGIR - R

CESPSE
=1

"R, - MERERANEE
PETHAAMBSEA L EFRENGER

>ZEINE

BESEZEM  25BHEEREEEREKXRESE
https:.//www.

B2 1% P In 1 1= B E 1 1

2B ERE - RIEAB R ERUIER

Wi mERERuRER

KEEEEESELE

ithome.com.tw/news/147155

W=z - B

==

arie | EDHRT I R o

A

< B TAS
\

RN NI

- TRZ BRAE MBI

HERAERHBEERHRANA

B(iThome 110/10/8#3E) -




3.6 EXEEEEKRE

EEIESIA

- Eijc%éi%-sﬂsw
> Izﬁ/%\l\ﬁ ‘‘‘‘‘‘ E I:j °

lﬁf%ﬂt%\,ﬁ_ﬂﬁ'ﬂ“%ZLﬁ FEIEY S E s REZEE - WEIER
EVEZERERE(SOP) - BT ﬁ@x,ﬁ}ﬁﬁ%g
>EERERMEMNEFEIRRE  LWEIRIEERESR  LIERHBOE
B W -

HERAERXHBEERHRRA




HERABELZHBEEZEDRRA 80



5= (1/3)

SRR - RREFINES
S HEHEERERS - TN

|||
’

%ﬁl%ﬁ%%*%ﬂ”ﬁ%ﬁﬂ  BREZL
KA B2 E RS - PREEEZR
BERZE] E’?FHE%1’E$

mme

mﬂ

fiee

~
4

Py

1IN

>RERKERZE FEE& HURERTEBLZ TS
BEESEUCGFHESMBEU)ERR M %’“Eﬂz.ﬂ#ﬁﬁwﬁﬂg 26%%# ;
B SEUCHEEMEMMABEZEFHS - LESHEEE RS

BZRmAEEES  FIEERRE SHMERERAEBTERZRS
T TEREZREEEEHES -

HEREAERHBEERHRNA




SEHRELXEHE(E)

>EBRAFEIEERKEHR EENEEESIHERER(NES

> AOEMSSEN - MEAERERSESBA 22 -

>ETESEAILBEZEERES - SHEHFRE 288n BNt HUEHIEE
TIRSEEE - HILEFEl CERERGEREREEZES -

>EEFERAERARTS - BFR LREREE SRS FTFEREEYIIEE -
[ifieEinE - WREERRERITELD

HERAERXHBEERHRRA




5% (3/3)

- EEHREEREE(E
> Rl FEV RS Em?%?&’ﬁ%%ﬁi HZ A - WETP - SEMEISESHE -
W RFEEVRE(W S B IEIEE) B L E Mz s -
PBIMEME L HEREBEEY  TEHEBMIEEER - =S
snEwmE B EE 2 E R E R
PEHRFEALEREUZE MG REZET - WETESOP -
PEEEERFENEFIRRE - WEHPNEERER -

WEH]
i

HERAERXHBEERHRRA




%

REET
i 3% (F9— B N5

(Fe Fﬂgﬂﬂﬁkﬁiﬁﬁmﬁﬂﬁé

HERAERXHBEERHRRA




It




